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Aujourd’hui : un contexte numérique facilitateur

v 4,8 milliards d’internautes sur 7,8 milliards d’humains (60%)
v' 5,2 milliards d’utilisateurs de mobiles
v' 3,8 milliards d’utilisateurs de réseaux sociaux

Sources : ONU, Live Stat... 2020

Sy
‘ ~
; Q |
Commerce | &gl i o/ S~  R&D
Forte dépendance au numérique /

7

o

e,

Communication

Finance

Production

25/06/2024



Cyberespace : Le nouveau Champ de Bataille

» Un espace sans Frontiere

» Universel

» Anonyme

» En dehors du champ
juridique

Le CyberEspace desinhibe les vélléites offensives des
personnes ou états
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es motivations
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Les types d’attaque

RANCONGICIELS ESCROQUERIES ATTAQUES INDIRECTES

Attaque indirecte par réponse




QUELQUES INCIDENTS EN NOUVELLE
AQUITAINE...
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Internet : une masse d’information a disposition des

Notify me  Domain search

Who's been pwned

Passwords APl About

Donate B I

--have i been pwned? |

Check if your email address is in a data breach

@ Generate secure, unique passwords for every account = Leam more at 1Password.com

754 12,995,059,572

pwned websites

115,769

pwned accounts pastes

228,884,627

paste accounts

Largest breaches Recently added breaches
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aamyspace

Collection #1 accounts
Verifications.io accounts
Onliner Spambot accounts

Data Enrichment Exposure
From PDL Customer
accounts

Exploit.In accounts
Facebook accounts
Anti Public Combo List
accounts

River City Media Spam List
accounts

MySpace accounts

Wattpad accounts

WOTLABS
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ClickASnap accounts
Flipkart accounts
Habib's accounts
APK.TW accounts

Online Trade (OHnaiiH Tpeiig)
accounts

WoTLabs accounts

Mr. Green Gaming accounts
Cutout.Pro accounts
Tangerine accounts

Facebook Marketplace
accounts



niernet . une masse a’inrormation a aisposition

--have i been pwned? |

Check if your email address is in a data breach

Oh no — pwned!

Pwned in 10 data breaches and found no pastes (subscribe to search sensitive breaches)

3 Steps to better security Start using 1Password.com
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Step 1 Protect yourself using Step 2 Enable 2 factor authentication Step 3 Subscribe to notifications for
1Password to generate and save and store the codes inside your any other breaches. Then just change

numbers, Social media profiles

® LinkedIn: In May 2016, LinkedIn had 164 million email addresses and passwords exposed. Originally
hacked in 2012, the data remained out of sight until being offered for sale on a dark market site 4

I n years later. The passwords in the breach were stored as SHA1 hashes without salt, the vast majority
of which were quickly cracked in the days following the release of the data.

Compromised data: Email addresses, Passwords

® LinkedIn Scraped Data (2021): During the first half of 2021, LinkedIn was targeted by attackers who
scraped data from hundreds of millions of public profiles and later sold them online. Whilst the

I n scraping did not constitute a data breach nor did it access any personal data not intended to be
publicly accessible, the data was still monetised and later broadly circulated in hacking circles. The
scraped data contains approximately 400M records with 125M unique email addresses, as well as
names, geographic locations, genders and job titles. LinkedIn specifically addresses the incident in
their post on An update on report of scraped data.

Compromised data: Education levels, Email addresses, Genders, Geographic locations, Job titles,



Un Exemple de ressource Cyber : Shodan

& Shodan - Explore the Intemet

Explore Pricing Contact Us Login or Register
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Featured Categories Top Voted Recently Shared
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Webcam Open Telnet

best ip cam search | have found yet Open telnet port on routers for easy setup
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Un Exemple de ressource Cyber : Shodan
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Un Exemple de ressource Cyber : Shodan
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Les clefs d’'une bonne CYBERDEFENSE

Anticiper
Maintenir les équipements et applications a jour

Durcir la politique de sécurité des mots de passe

Protéger les sauvegardes
Cloisonner le systéme d’information

Attention au nomadisme et au télétravail

Surveiller son Systeme d’'Information
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